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Abstract

Robust conformal prediction is a model-agnostic technique designed to construct predic-
tive sets with guaranteed coverage, assuming data exchangeability, even under adversarial
attacks. Two primary strategies have been explored to address vulnerabilities to these
attacks. The first strategy employs randomization, which is computationally efficient but
fails to provide formal performance guarantees without resulting in overly conservative
predictive sets. The second strategy involves formal verification, which restores coverage
guarantees but leads to excessively conservative predictive sets and prohibitive computa-
tional overhead. Indeed, verification generally becomes NP-hard as it attempts to cope
with attacks that are practically impossible, rendering some security claims unfalsifiable.
In this paper, we propose a novel, provably efficient robust conformal prediction method
by clearly defining a realistic threat model. Specifically, we assume explicit knowledge of
the set of potential adversarial attacks, aligning our approach with standard certification
procedures designed to certify against specific, identified threats. We demonstrate that
attacks targeting the model can effectively be reframed as attacks on the score function,
allowing us to recalibrate the score quantile to account for these known attacks and thereby
restore desired coverage guarantees. It is worth noting that our approach allows to easily
incorporate unknown or emerging (zero-day) attacks upon discovery, thus reestablishing
coverage guarantees. By avoiding computationally intensive verification and operating
under realistic threat assumptions, our approach achieves both efficiency and provable ro-
bustness. Empirical evaluations on real-world classification datasets and comparisons with
state-of-the-art methods support the effectiveness and practicality of our proposed solution.
Keywords: Robust Conformal Prediction, Computational Efficiency, Provable Guaran-
tees, Unfalsifiability, Realistic Threat Models.

1. Introduction

Machine Learning (ML) has experienced a significant acceleration in capabilities, driven by
breakthroughs in statistical modeling, increased computational power, and abundant data
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resources (Jordan and Mitchell, 2015). These advancements have enabled sophisticated ap-
plications across numerous domains, including healthcare (Zou et al., 2023), finance (Dixon
et al., 2020), and transportation (Wang et al., 2023a), transforming decision-making pro-
cesses and logistic strategies (Akbari and Do, 2021). As models grow increasingly accurate
and scalable, their integration into diverse fields continues to catalyze far-reaching soci-
etal (Qian et al., 2024) and technological shifts (Bommasani et al., 2021). However, ML
opens challenges that must be carefully addressed to ensure compliance with relevant tech-
nical (Paleyes et al., 2022), ethical (Toreini et al., 2020), and regulatory frameworks, such
as the Data Act! and the proposed Europen AI Act?.

The first issue (see Section 3.2), stemming from the statistical nature of ML, concerns the
quality of predictions which, while correct on average (Vapnik, 1999), may not be accurate
at a pointwise level (Amodei et al., 2016). Consequently, robust strategies for handling
uncertainty are essential (Gawlikowski et al., 2023). Conformal Prediction (CP) (Vovk
et al., 2005) offers a powerful, model-agnostic framework to quantify this uncertainty by
constructing prediction sets, i.e., pointwise sets of plausible predictions, with guaranteed
coverage under the minimal assumption of data exchangeability (Vovk, 2025). A second
issue (see Section 3.3), first highlighted by (Biggio et al., 2013), is the vulnerability of
ML models to small, carefully crafted perturbations of the input data, referred to as ad-
versarial samples (Biggio and Roli, 2018). These perturbations are often imperceptible
to humans (Biggio and Roli, 2018) or remain physically plausible (Kurakin et al., 2018),
thereby exposing critical weaknesses in ML pipelines. Consequently, robust defense strate-
gies are needed to ensure secure and reliable MIL-based systems (Biggio and Roli, 2018;
Cina et al., 2023; Vaccari et al., 2022).

In this work, following a recently emerged line of research (Jeary et al., 2024; Lindemann
et al., 2024; Gendler et al., 2021; Yan et al., 2024; Ghosh et al., 2023; Feldman et al., 2023;
Carlevaro et al., 2024a,b), we address both issues concurrently by designing a CP frame-
work that can handle adversarial samples. In fact, adversarial samples cause a distribution
shift that breaks the exchangeability assumption of CP, resulting in leaks in its coverage
guarantees (Tibshirani et al., 2019).

Current research efforts can be broadly categorized into two main classes of methods (see
Section 2). The first class relies on randomization-based techniques, such as noise injec-
tion (Feldman et al., 2023) and conformal smoothing (Yan et al., 2024), aiming to enhance
robustness by averaging over perturbations. While these approaches are computationally
tractable and broadly applicable (Duchi et al., 2012; Cohen et al., 2019), they typically lack
formal guarantees and often produce overly conservative prediction sets in practice (Gendler
et al., 2021). The second class comprises verification-based methods (Jeary et al., 2024),
which attempt to formally certify coverage by accounting for all possible adversarial pertur-
bations (Wong and Kolter, 2018), including those that are computationally infeasible (Marro
and Lombardi, 2023), thus rendering some security claims unfalsifiable (Herley, 2016). Al-
though these methods restore theoretical guarantees (Jeary et al., 2024), they are frequently
computationally intractable (Marro and Lombardi, 2023) and may be impractical or even
inapplicable for complex architectures (Brix et al., 2023).

1. https://digital-strategy.ec.europa.eu/en/policies/data-act
2. https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
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PROVABLY EFFICIENT AND ROBUST CONFORMAL PREDICTION UNDER A REALISTIC THREAT MODEL

In this paper, we propose a novel, Provably Efficient and Robust Conformal Prediction
(PERCP) framework that tries to fill the gaps of the literature that we just described. Our
approach count of two steps. The first step in our proposal is to clearly defining a realis-
tic threat model (Xiong and Lagerstrom, 2019) (see Section 4.1). Specifically, we assume
the attacker’s goal is to perform an untargeted evasion attack (Biggio and Roli, 2018) to
induce an ML-based classifier® into error. Moreover, we assume that the adversary has full
knowledge bout the classifier but is able to use just known adversarial attacks (Madry et al.,
2018; Goodfellow et al., 2014; Kurakin et al., 2016; Moosavi-Dezfooli et al., 2016; Carlini
and Wagner, 2017), aligning our approach with standard certification procedures (Stuur-
man and Lachaud, 2022) designed to certify against specific, identified threats. It is worth
noting that our approach can seamlessly incorporate unknown or emerging (zero-day) at-
tacks (Ahmad et al., 2023) as they are discovered, by simply adding them to the set of known
adversarial attacks. The second step demonstrates that attacks targeting the model can
effectively be reframed as attacks on the score function, allowing us to recalibrate the score
quantile to account for these known attacks and thereby restore desired coverage guarantees
(see Section 4.2). By avoiding computationally intensive verification and operating under
realistic threat assumptions, our approach achieves both efficiency and provable robustness.
To validate the effectiveness of PERCP, we conduct a series of experiments reported in
Section 5. In the first set of experiments, using standard benchmark datasets (CIFAR10
(Krizhevsky, 2009), CIFAR100 (Krizhevsky, 2009) and TinyImageNet (Le and Yang, 2015),
we compare PERCP with state-of-the-art approaches to CP under untargeted evasion at-
tack, i.e., two randomization-based techniques (RSCP+ (Gendler et al., 2021) and RSCP+
(PTT) (Yan et al., 2024)) and two verification-based methods (VRCP-I (Jeary et al., 2024)
and VRCP-C (Jeary et al., 2024)), comparing the coverage guarantees, computational re-
quirements, and CP sets size. In the second sect of experiments, considering the same
benchmarks dataset except for ImageNet (Deng et al., 2009) instead of TinylmageNet,
we leverage RobustBench? to evaluate performance of PERCP across models with varying
degrees of robustness. Results not only confirm the reliability PERCP, but also reveal a
non-trivial relationship between model robustness and conformal prediction efficiency: the
more robust the model, the smaller the resulting conformal prediction sets.

2. Related Work

In this section, we survey the state of the art on robust CP. We begin by outlining the two
principal methodological paradigms, i.e., randomization-based (Gendler et al., 2021; Yan
et al., 2024) and formal-verification-based (Jeary et al., 2024), and then highlight recent
advances in probabilistic modeling (Ghosh et al., 2023) and label noise (Feldman et al.,
2023). Although these latter lines of work are not directly comparable with the research
presented here, they provide valuable context and round out our overview of the field.

Randomized smoothing (Duchi et al., 2012; Cohen et al., 2019; Salman et al., 2019) replaces
the standard score function with a Gaussian-smoothed surrogate obtained via Monte Carlo
sampling. This idea underlies Randomly Smoothed Conformal Prediction (RSCP) (Gendler

3. Due to space constraints we focus on classification but our approach can be readily generalized to other
supervised problems like regression.
4. https://robustbench.github.io/.
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et al., 2021), which inflates the conformal quantile according to the distribution of smoothed
scores. Although RSCP empirically improves robustness, it often yields overly conservative
prediction sets and was subsequently shown to lack formal coverage guarantees (Yan et al.,
2024). To address this shortcoming, Yan et al. (2024) introduced RSCP+, which lever-
ages Hoeffding’s inequality to restore finite-sample validity. Despite its theoretical rigour,
RSCP+ can still produce trivial—i.e., excessively large and thus uninformative—prediction
sets. To mitigate this drawback, Yan et al. (2024) proposed a post-training transforma-
tion (PTT) that recalibrates the cumulative distribution function of the smoothed scores
through a sigmoid transformation fitted on a hold-out validation set. This adjustment
relaxes the conformal quantile, typically leading to smaller, more informative prediction
sets. However, the efficiency gains are not guaranteed and depend critically on the size and
representativeness of the hold-out data, as later observed by Jeary et al. (2024).
Formal-verification approaches seek to endow conformal prediction with provable robustness
by certifying coverage for all perturbations within a prescribed threat set. The flagship
method, Verifiably Robust Conformal Prediction (VRCP) (Jeary et al., 2024), appears in
two flavours. VRCP-I performs neural-network verification at inference time, computing
instance-wise lower bounds on the conformal score (best case). VRCP-C instead carries out
verification during calibration, deriving upper bounds on the calibration scores (worst case)
so that standard scores can be used at test time. Both variants draw on state-of-the-art
verification machinery—interval-bound propagation (Zhang et al., 2020; Xu et al., 2021)
and convex relaxations (Wong and Kolter, 2018). Despite their formal elegance, these
techniques often struggle to scale to deep or highly non-linear networks (Brix et al., 2023;
Marro and Lombardi, 2023). Furthermore, their guarantees hinge on threat models that
can be restrictive or unrealistic, raising concerns about the falsifiability of the resulting
claims (Herley, 2016). Then, a recent work from Zargarbashi et al. (2024) proposes a robust
yet efficient conformal framework based on bounding the worst case change in conformity
scores but marginal coverage is still an open problem being CP sets either over-covered or
under-covered.

As a final remark, we highlight several recent studies that explore alternative robustness
paradigms. Probabilistic Conformal Prediction (Ghosh et al., 2023) frames robustness
through the lens of distributional uncertainty, whereas approaches such as those of Feldman
et al. (2023) focus on resilience to label noise. Although these methods do not explicitly
address adversarial robustness, they share the overarching aim of improving the reliability
of conformal prediction under various forms of distribution shift.

3. Background Concepts

Before we present the theoretical contributions of this work, we introduce the fundamentals
of multiclass classification, conformal prediction, and adversarial machine learning. This
section also establishes the relevant notation and key concepts that will be used throughout
the paper.

3.1. Multiclass Classification

Given an input space X C RY and a finite output space Y = {1,...,m}, a classifier (Shalev-
Shwartz and Ben-David, 2014; Bishop and Bishop, 2023) is a function f € F C {f : X — YV}
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that assigns a label § € ) to sample € X. Usually, this process is guided by a model’s
internal, such as estimated probabilities or logits, such that
g = f(x) = argmax f(x),, (1)
yeY

where f(x), € R is the y-th entry of the model’s internal, f : X — R™. When probability
estimates are needed, they can be obtained via the softmax function

f(x) = softmax(f(x)). (2)

3.2. Conformal Prediction

For a classification task, we follow the inductive Conformal Prediction (CP) (Shafer and
Vovk, 2008), which, given a learning data set of labeled exchangeable data (i.e., where the
joint probability distribution is invariant under permutations) D = {(x1,y1), " , (Tn,Yn)},
partitions it into a proper training set Dy = {(x1,y1), -, (s, y¢)}, used to fit (Dirain),
validate (Dpolq) and test (Diest) f, and a calibration set De = {(x1,y1), -, (Tc,Ye) }s
used to estimate the uncertainty of the predictor. D¢ is independent from Dy, namely
D = DyrUD¢ and DrNDe = @, meaning it consists of unseen data that was not used in the
fitting process of the model, ensuring unbiased estimation of uncertainty. Such uncertainty
is then encoded by a negative-oriented (i.e., higher, more uncertain) score function s :
F x X x )Y — R, which, given a confidence level 1 — « € (0,1), is used to compute the
(1 — av)-empirical quantile of the score values in the calibration set

Q1_a(s) = min q:qER,%Z[siSq]Zl—a , 3)

=1

where s = [s(f,z,y) : (z,y) € Dc] and where we use the Iverson bracket notation®. Then,
for a given test sample (€41, Yn+1), the CP procedure constructs a conformal set

C(anrl) = {y 1y € yas(fa anrl?y) < Ql*a(s)} - y (4)
that satisfies the marginal coverage guarantee at level of confidence 1 — a, i.e.,
P{ynt1 € C(®nt1)} 21— a. (5)

The CP procedure works with any classifier predictor and any choice of score function, but
the statistical efficiency (e.g., the size of conformal sets , |C(x,+1)|) of CP is significantly
influenced by the choice of the score. Following the theoretical description of conformity
scores for classification of MAPIES (Cordier et al., 2023), an open-source Python library for
uncertainty quantification in machine learning using CP, we recall these examples of score
function:

e Least Ambiguous set-value Classifier (LAC), s(f,z,y) = 1 — f(x),, (Sadinle
et al., 2019). It prioritizes selecting the most confident predictions by assigning lower
scores to labels with higher (probabilistically estimated) model confidence: the lower
the score the more confident the model in its prediction;

5. [P] = 1if P is true, else 0.
6. https://mapie.readthedocs.io/en/latest/theoretical_description_classification.html
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e Top-K, s(f,z,y) = j wherey = 7, and f(x)r, > - > f(x)r, > --- > f(x)n,,
(Angelopoulos et al., 2020), where 7 is the permutation of ) that sorts in descending
order f(x),. The conformity score is simply the rank of the true label: as the con-
fidence of the model on the label decreases, its rank increases (y moves lower in the
ranking); A

e Adaptive Prediction Set (APS), s(f,z,y) = >.J_, f(x)r,, where j = m,, (Ro-
mano et al., 2020; Angelopoulos et al., 2020). The conformity score is calculated by
summing the ranked scores of the labels, starting from the highest and continuing
until the true label is included, ensuring prediction sets that are, by construction,
non-empty.

3.3. Adversarial Attacks

Adversarial ML (Biggio and Roli, 2018; Cina et al., 2023) is a broad field of research which
deals with the study and mitigation of adversarial threats that exploit vulnerabilities in ML
models, aiming to degrade their performance or cause erroneous predictions. In this work,
we will deals with the evasion attacks, namely small carefully crafted modifications to x
that try to induce f into error. Formally the adversary has to search in a set of possible
perturbation of x, i.e., P : R¢ — {C R%} such that f(&) # f(x) (untargeted evasion attack)
where & € P(x). Sometimes the goal can be more challenging, and the adversary wants
to force f predicting a particular wrong label § € ) such that § = f(&) # f(x) (targeted
evasion attack). P(x), in general, is not always easy to model as allowed perturbations may
be not easy to define (Wong and Kolter, 2023). A common simplification is to define P(x)
as an L, ball of radius € € R, i.e.,

P(x) = Bp:(x) = {az’ 2’ e RY || — alep < 5} . (6)
In this setting, it is possible to formalize the untargeted and targeted evasion attacks, if
exist, as follows

& =arg min [f(&)# f(z)], Ty=arg min [j=f(z)# f(z)], (7)
x'€Bp.c(x) x'€Bp.c(x)

In general, these attacks are computationally challenging, in particular NP-hard prob-
lems (Marro and Lombardi, 2023). For this reason, different heuristics have been pro-
posed (Biggio and Roli, 2018). The most effective ones rely on the fact that f is, by
construction, differentiable with respect to @ as the majority of the state of the art models
are trained with gradient-based methods (Bishop and Bishop, 2023). Then, Problems (7)
are reformulated as

Z =arg min E(f(a:,)v Y), (8)
x'€Bp ()

where £ is chosen, differentiable, based on the attack type. For example, to get & for the
untargeted and targeted attacks of Problems (7), one can set ¢(f(z'),y) = f(«'), and
((f(x'),y) = —f(x')z respectively’. Nevertheless, many other £ have been proposed in
the literature like (Carlini and Wagner, 2017) which leverages a margin-based loss function

7. From now on, we will focus on untargeted attacks for space constraints even if it can be easy generalized
to targeted attacks
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or (Kullback, 1951) which uses the cross-entropy loss or the Kullback—Leibler divergence.
Then, Problem (8) can be addressed with all the tools for gradient based optimization
available in the literature (Bishop and Bishop, 2023) plus a simple projection on the L,
ball (Biggio and Roli, 2018). As a consequence, any solution to Problems (7) will lead us,
in general, to a sub-optimal solutions. This means that, based on the f, £, and @, the
optimization algorithm 0, (characterized by a set of parameters p, used to solve Prob-
lems (8), namely the realistic/practical attack) will generate a set of reachable perturbation
B,:(x) C Byc(x), that is the one we can actually explore. Testing multiple ¢ and 0, (i.e.,
again, multiple realistic/practical attacks) and taking the most effective one, it may lead
to increase pre(a:) toward B, .(x) but, in practice, without never reaching the entire ball,
i.e., Byo(x) C By.(x). This stands in contrast to verification algorithms, which consider
all perturbations within the L,-ball, including those that are computationally unreachable
via optimization, resulting in an approach overly pessimistic. As a consequence, we define
a realistic/practical attack as an operator

Ag: F x X = RE 9)

that, given a set of parameters @ (i.e., £ and 0p), tries to perform the evasion attack solving
Problem (8). In the following, it is reported a list of the most used realistic/practical
untargeted evasion attacks that can be represented by (9) and that we will actually use in
the paper as benchmark examples to test the robustness of our CP procedure:

e Projected Gradient Descent (PGD) (Madry et al., 2018). The loss for PGD is
(f(x),y) = f(x),. Then, starting from x, a gradient step of size v is performed,
project onto the B, ., and this procedure is repeated for 7T iterations. As a conse-
quence, the set of hyperparameters for PGD is given by 8 = {T, v, ¢, p}.

e Fast Gradient Sign Method (FGSM) (Goodfellow et al., 2014). FGSM perturbs
the input by moving it in the direction of the gradient of ¢(f(x),y) = f(x),, scaled by
a fixed perturbation budget €. The direction is determined by the sign of the gradient
(for p = 0o) or normalized by the gradient’s norm (for p < co). The set of parameters
for FGSM is 6 = {e, p}.

e Basic Iterative Method (BIM) (Kurakin et al., 2016). BIM iteratively minimizes
U f(x),y) = f(x), by applying FGSM multiple times, with each perturbed sample
being projected back into the L,-ball after each update. This process continues for 7'
iterations, where each step v moves the input in the direction of the gradient, scaled
by €. The parameters are @ = {T,~,¢,p}.

e DeepFool (Moosavi-Dezfooli et al., 2016). DeepFool minimizes £(f(x),y) = f(x), by
iteratively computing the smallest perturbation needed to cross the decision bound-
ary. At each step, it adjusts @ in the direction that reduces the margin between the
target class and the most competitive alternative within the L,-ball, ensuring mini-
mal perturbation. This process continues for T iterations with a step-size of v, with
parameters @ = {T',v,¢,p}.

e Carlini-Wagner (CW) (Carlini and Wagner, 2017). For untargeted attacks, the
CW algorithm searches for an adversarial example & € By (x) that minimizes the
model’s confidence in the correct class y. Starting from x, a gradient step of size
~ is performed to reduce f(x), and this procedure is repeated 7" times. The set of
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hyperparameters for CW is given by 8 = {v,T,c, e}, where ¢ balances the trade-off
between perturbation size and misclassification.
For a complete review of the attacks please refer to (Biggio and Roli, 2018; Pitropakis et al.,
2019).

4. Provably Efficient and Robust Conformal Prediction (PERCP)

In this section, we introduce the main contribution of our work: a methodology to construct
Provably Efficient and Robust Conformal Prediction (PERCP) sets C C ), which satisfies
the following robust marginal coverage guarantee

P {ynﬂ c é(ﬁ:n+1)} >1-a, (10)

under a realistic threat model. We first define this threat model and then present the
PERCP methodology.

4.1. Threat Model

In this section, we introduce the threat model addressed in this work, namely a system-
atic description of how an adversary could attack the CP sets. Specifically, threat model
describes the adversary’s goals, knowledge, and capabilities.

4.1.1. ATTACKER’'S GOAL

The adversary’s goal is to perform an untargeted evasion attack, namely design a small
carefully crafted modifications to the input that try to induce the classifier into error (see
Section 3.3). As a consequence, the exchangeability assumption in CP is violated, leading
to a breach of the marginal coverage guarantee of classical CP (see Section 3.2). In other
words, the attacker goal is to implicitly attack the CP sets by performing an actual evasion
attack on the classifier.

4.1.2. ATTACKER'S KNOWLEDGE AND CAPABILITY

We assume that the adversary has full knowledge, i.e., white box attacks, about the classi-
fier, i.e., architecture and associated parameters. However, the adversary is able to use just
known attacks A, namely attacks, and relative parameters, that are available in the litera-
ture. In other words, given a classifier f the attacker can select (one or the best performing)
Ag € A.

Note that, this assumption does not cover unknown or emerging (zero-day) attacks, such
threats can be swiftly incorporated (patched) into our framework upon discovery, incorpo-
rating it into A.

Note also that our assumption avoids unfalsifiable security claims. Indeed, most works in the
literature focus on providing guarantees against every possible P(x), e.g., Bp(x) (Madry
et al., 2018; Wong and Kolter, 2018; Cohen et al., 2019), including those that cannot be
implemented in practice (Gilmer et al., 2018) (because they are computationally infeasible)
making such guarantees unfalsifiable.
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Note finally, that, theoretically A may be very large (or even infinite dimensional) as, e.g.,
some parameters of the attacks are real numbers. Nevertheless, it is well known that prac-
tically this is not the case as some attacks configurations are ineffective or computationally
unfeasible (Biggio and Roli, 2018; Marro and Lombardi, 2023; Muthalagu et al., 2025).

4.2. Statistical Guarantees

In this section we will present our PERCP for the threat model described in Section 4.1.

With this goal in mind, we first observe that
(i) most of the untargeted evasion attacks focus on minimizing, implicitly or explicitly,
f(x), (see Section 3.3). This means that the attack, will always worsen f(x), until,
when attacks is successful as, e.g., € is large enough, actually change the classification;
(ii) most of the score functions are monotonic decreasing (i.e., negative-oriented) in f(x),
(see Section 3.2).
It thus becomes clear that the attacker’s goal to perform an actual evasion attack on the
classifier implicitly targets also the CP set. In fact, when we perform an attack & = Ag(f, x),
with any of the attacks of Section 3.3, we will have that

f(z), < f(z),. (11)
As a consequence, for the LAC (see Section 3.2), the score function increases
f(i)y S f(m)y =1- f(i)y Z 1- f(x)y = S(fa :ia y) 2 S(fa T, y) (12)

While this property is immediate for LAC, it reflects a more general principle that negative-
oriented score functions are expected to satisfy: the score should increase under adversar-
ial attacks. Intuitively, this captures the idea that adversarial perturbations degrade the
model’s prediction, so the agreement between the true label y and the perturbed input «
cannot be better than that with the original, unperturbed input x.

Beyond LAC, where this statement is clear, also the Top-k and APS score functions (see
Section 3.2) satisfy this property. In the case of the Top-k score, after the attack, the rank
of f(x), in the sorted list of class scores can only stay the same or worsen, meaning that
the true label y moves lower in the ranking (i.e., the rank increases). For the APS score,
if the true label y remains within the top-k after the attack, then the score remains the
sum of the top-k class probabilities, which, following the same behavior as Top-k score,
does not decrease s(f,&,y) = 2?21 f(Z)r; > Z?:l f(z)r;, = s(f,z,y). If y drops out of
the top-k, the resulting score no longer includes the (decreased) value f(Z),, and instead
includes class probabilities associated with incorrect labels, which are higher. Therefore,
the score increases further, and the property still holds.

We can now formalize these concepts in the following property, which holds for any combi-
nation of evasion attacks and score function reported in Sections 3.3 and 3.2.

PROPERTY 1 (EVASION ATTACKS IMPLY HIGHER SCORES):

Let us consider a classifier f and a sample € X and associate true label y € ). For
any evasion attack & = Ag(f, ) that, implicitly or explicitly, minimizes f(x), and for any
monotonic increasing in f(x), score function s (f,x,y) we have that

f(x)y <f(x)y = s(f,z,y) > s(f,x,y). (13)
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Proof By definition of monotonic decreasing in f(x), score function we have that Va1, s €
X such that f(x1), < f(x2), we have that s(f,x1,y) > s(f,z2,y). By definition, given
x = Ag(f,x) we have that f(x), < f(x),. From these two observations Eq. (13) comes
straightforward. |

Under the threat model of Section 4.1 and Property 1 we can now report the main result
of this paper, our PERCP.

Theorem 1 Let us consider a classifier f and a perturbed sample &n4+1 and associated,
unknown, original sample xn+1 € X and true label y,+1 € Y under the threat model of
Section 4.1, namely

in—l—l = Ae(fa wn+1)7 Ag € A. (14)

Let us define the following quantities

P(®ni1) = {Ao(wni1) : B € A}, (15)
xA(xn—I—l) = arg ﬁ‘ceg(lgﬂ)f(j)y’ (16)
sa=[s(f,xalx),y): (®,y) € Del. (17)

Then for any set of possible attacks A and score functions that satisfy Property 1 it is
possible to prove that

P {yn—l—l S é(in+1)} Z 1- a, VAO € A7 (18)

where

C(in-i-l) = {y HEVAS yvs(fa j’n-i-l?y) < Ql—a(SA)}' (19)

Proof As first step, note that x, 1 and y,4+1 are unknown and the defender knows just
Z,11 and that it is generated by applying one or more attacks from the set A.

To defend against the worst-case scenario, we must consider that the adversary could choose
the most harmful among all potential perturbations, including the clean input. The worst-
case adversarial sample is then defined as the one that minimizes the classifier’s confidence
in the true label over all perturbations in P(#,1), as in Eq. (16). Then, from Property 1
we have

S(f’ mA(anrl)’y) > S(f7 iszrlay)' (20)

This means that the distribution of the score function corresponding to (z.4(x),y) is the
worst possible one among all the ones that can be generated from the one of (x,y) under
the set of attacks A. As a consequence we can state that

P {yut1 € C@1) | =P {s(f. 81, y001) < Qi-als)) (21)
> P{s(f,za(@nt1) ynt1) < Q1-a(s4)} (22)
>1-q, (23)
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where the last inequality is the classical CP results (Papadopoulos et al., 2002) on the worst
case distribution. |

Theorem 1 demonstrates that by constructing a worst-case distribution of attacked samples,
derived from the set of attacks and the exchangeable samples of the original distribution, we
can recalibrate the quantile to account for the worst-case scenario. Specifically, by enumer-
ating admissible adversarial perturbations, attacks on the classifier reduce to attacks on the
score function. This leads to a closed-form recalibration of the conformal quantile on the
attacked score distribution, which effectively restores finite-sample coverage that random-
ized or verification-based schemes either relax or secure only at prohibitive computational
cost.

Note finally, that, in our setting, there is still a computational asymmetry between defender
an attacker, as noted in (Marro and Lombardi, 2023), even though this asymmetry is less
pronounced. In fact, the attacker has to test all Ag € A to try maximize its effectiveness.
The defender, instead, need to perform all the attacks Ag € A V(x,y) € De. This means
that computational cost of the defense is linearly, in the cardinality of D¢, more expensive
than the attack.

5. Experiments

In this section, we present the results of applying PERCP to a diverse collection of datasets
and models subjected to adversarial evasion attacks under a variety of configurations.
By systematically varying key parameters, we assess its performance with respect to (i)
marginal coverage of CP, (ii) the average size of the resulting prediction sets, and (iii)
the mean computation time required to construct these CP sets. Moreover, we compare
PERCP with state-of-the-art methods for robust conformal prediction. All the experiments
were run on a server with 2x Intel Xeon Silver 4214R (24 cores, 24 threads, 2.4GHz), 94GB
of RAM, and an NVIDIA GeForce RTX 4090 24GB GPU and the code to reproduce the
experiments can be retrieved from our public repository®.

Table 1 reports the marginal coverage, average prediction—set size, and average computa-
tion time on CIFAR10, CIFAR100, and TinylmageNet for each method, Vanilla (vanilla
CP without caring about the adversary), RSCP+, RSCP+ (PTT), VRCP-I, VRCP-C, and
PERCP, using exactly the experimental protocol of Table 1 in Jeary et al. (2024) (in particu-
lar, |De| = 4,500 and |Diest| = 5,000). The only additional hyperparameter we must specify
concerns the attack set for PERCP: we use projected-gradient descent (PGD) constrained
to an Lg ball with 7" = 100, v = 1/255, and ¢ = 0.02 for CIFAR100 and TinyImageNet, and
e = 0.03 for CIFAR10 (this is exactly what has been done in Jeary et al. (2024)). Recall
that Jeary et al. (2024) employs a comparatively lightweight architecture, since the verifi-
cation routines of VRCP-I and VRCP-C do not scale to deeper networks. From Table 1,
we observe that PERCP is both provable - its marginal coverage consistently remains near
the target level 1 — a = 0.90 - and efficient - yielding prediction sets that are, on average,
smaller than those produced by state-of-the-art baselines and comparable to those of the
Vanilla procedure. Regarding computation time, PERCP behaves as expected: it matches
the runtime of Vanilla while markedly outperforming the other methods. Finally, PERCP is

8. https://github.com/AlbiCarle/PERCP
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Table 1: Marginal coverage, average set size, and average time on CIFAR10, CIFAR100,
and TinylmageNet for the different methods (Vanilla, RSCP+, RSCP+(PTT), VRCP-I,
VRCP-C, and PERCP) under the same setting of Table 1 in Jeary et al. (2024).

Marginal Average Average
Method Coverage Set Size Time (s)
CIFAR10
Vanilla 0.89 £0.01 1.75 £ 0.07 0.01 +0.02
RSCP+ 1.00 £ 0.00 10.00 £ 0.00 0.10 +£0.30
RSCP+ (PTT) | 0.96+£0.02 5924222 0.11+0.33
VRCP-I 0.99 £ 0.00 4.51 £ 0.06 0.14 £ 0.03
VRCP-C 1.00 £+ 0.00 5.06 £ 0.09 0.14 £ 0.01
PERCP 0.90£0.03 1.67+0.79 0.01 £0.02
CIFAR100
Vanilla 0.88 £0.07 7.82£0.27 0.08 £ 0.02
RSCP+ 1.00+0.00 100.00£0.00 0.14+0.11
RSCP+ (PTT) | 0.93+£0.03 37.91+£26.56 0.14+0.11
VRCP-I 0.98 £0.00 25.13£0.53 0.18 £0.10
VRCP-C 0.99 £0.00 27.96+1.73 0.18 £0.10
PERCP 0.90 £0.07 4.17+0.99 0.08£0.07
TinyImageNet
Vanilla 0.88£0.01  35.91+2.00 0.15+0.02
RSCP+ 1.00 £0.00 200.00 £0.00 0.19 4 0.02
RSCP+ (PTT) | 0.93+0.03 88.63+47.65 0.21+0.02
VRCP-I 0.96 +£0.01 69.57 £ 2.44 0.22 +0.02
VRCP-C 0.97£0.01 77.83+£342 0.22+£0.01
PERCP 091 £0.02 12.28+1.36 0.15+0.04

model-agnostic; it makes no assumptions about the architecture of the underlying classifier
and therefore scales gracefully to the more complex models evaluated in Table 2. In contrast,
verification-based algorithms incur prohibitive—sometimes even infeasible—computational
costs as model complexity grows: even for the comparatively simple architectures examined
by Jeary et al. (2024), VRCP can require up to 10x the runtime of PERCP.

Figure 1 reports the marginal coverage and average set size in exactly the same settings of
Table 1, but varying e, for RSCP+, RSCP+(PTT), VRCP-I, VRCP-C, and PERCP. In the
case of RSCP+, RSCP+(PTT), VRCP-I, and VRCP-C the adversarial samples have been
generated as described in (Jeary et al., 2024) using PGD100, namely PGD with 7' = 100,
and v = 1/255. In the case of PERCP, we report the case in which the set of attacks is
PGD1, PGD10, PGD100, or the Best of them with v = 1/255.

From Figure 1 we observe that the marginal coverage of PERCP stays consistently close to
the target level 1 — @ = 0.90, whereas the competing methods rapidly saturate at 1.0. As
confirmed by the accompanying plot of average set size, this saturation leads to uninfor-
mative - i.e., trivial - conformal sets. In contrast, PERCP produces sets whose size grows
smoothly with the attack magnitude e: the stronger the attack, the larger the conformal
sets, faithfully reflecting the increased uncertainty (note that the blue curve, corresponding
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Figure 1: Marginal coverage and average set size for an Lo ball attack of varing radius
¢ of RSCP+, RSCP+(PTT), VRCP-I, VRCP-C, and PERCP. In the case of RSCP+,
RSCP+(PTT), VRCP-I, and VRCP-C the adversarial samples have been generated as
described in (Jeary et al., 2024) using PGD100, namely PGD with 7' = 100, and v = 1/255.
In the case of PERCP, we report the case in which the set of attacks is PGD1, PGD10,
PGD100, or the Best of them with v = 1/255.

to the most effective attack, is the highest). For the other methods, however, the aver-
age set size quickly reaches the maximum permitted value (10, 100, and 200 for CIFARI10,
CIFAR100, and TinyImageNet respectively), again resulting in uninformative predictions.
For clarity, Figure 1 also provides a zoomed view of the interval £ € [0.01,0.05] - the range
considered in (Jeary et al., 2024) - where one can see how the state-of-the-art curves rise
and promptly saturate at their upper bounds in both marginal coverage and average set
size.

Finally, Table 2 reports the performance marginal coverage and average set size on CI-
FAR10, CIFAR100, and ImageNet, for PERCP for different L, balls. We report the case
in which the set of attacks is PGD (T" = 100 and v = ¢/1), FGSM, BIM (7' = 100 and
v = ¢/1), DeepFool (T = 100 and v = ¢/1), CW (¢ = 0.5, T = 100 and v = ¢/T), and
the Best of them. We tested the most and least reliable model in RobustBench? with the
corresponding configurations of . In order to generate the attacks we used the SecML?
library. Note that, CW is not implemented in SecML for the Lo, attack.

9. https://secml.readthedocs.io/
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Table 2: Marginal coverage and average set size on CIFAR10, CIFAR100, and ImageNet,
for PERCP for different L, balls. We report the case in which the set of attacks is PGD
(T = 100 and v = ¢/1), FGSM, BIM (7" = 100 and v = ¢/1), DeepFool (T" = 100 and
v =¢/1), CW (¢ = 0.5, T = 100 and v = ¢/7), and the Best of them. We tested the
most and least reliable model in RobustBench* (reporting, in order, the model’s name, the
model’s architecture and the citation, if any) with the corresponding configurations of e.

CIFARI10 CIFAR100 ImageNet
Attack Marginal Average Marginal Average Marginal Average
Coverage Set Size Coverage Set Size Coverage Set Size
L2 -e=0.5
Most Robust Model
Wang2023Better Diffender2021_Winning LRR Tian2022Deeper
WRN-70-16 WRN-18-2 DeiT Base
(Wang et al., 2023b) (Diffenderfer et al., 2021) (Tian et al., 2022)

PGD 0.90+£0.03 1.00£0.00 | 0.90£0.01 1.21 £0.05 0.90 £0.24 12.76 £+ 2.37
FGSM 0.90+£0.02 1.00£0.00 | 0.90=+0.03 1.16 £0.04 0.90 £ 0.25 10.51 +1.64
BIM 0.90+0.04 1.00+0.00 | 0.90=£0.03 1.04 £ 0.02 0.90 +£0.22 4.34+0.49
DeepFool | 0.90+£0.02 1.00+0.00 | 0.90 4 0.00 1.19 £0.05 0.90 £0.24 2.09+0.11
CW 0.90+£0.02 1.9240.02 | 0.90£0.02 2.14 +£0.08 0.91 £ 0.25 3.72+£0.25
Best 0.90+£0.02 1.924+0.03 | 0.90=£0.03 2.59 £0.01 0.92+0.24 18.72 £ 6.09

Least Robust Model

. Gowal2022Uncovering AlexNet
Standardly tramed WRN-70-16 AlexNet
(Gowal et al., 2020) (Krizhevsky et al., 2012)

PGD 0.91+£0.01 9.27+0.20 | 0.90£0.03 2.22+0.12 0.91+£0.27 19.83 +1.63
FGSM 0.8 £0.03 5.97+0.32 | 0.90£0.01 1.88 £ 0.11 0.90 +£0.29 13.70 £ 3.59
BIM 0.92+0.03 9.08+0.22 | 0.90£0.00 1.24 £0.05 0.90 £0.29 32.59 £3.23
DeepFool | 0.88+0.03 6.28£0.32 | 0.91+£0.03 1.52 £0.07 0.90 £0.29 16.94 +1.29
CW 0.90+£0.03 8.11+0.28 | 0.92£0.00 1.24 £0.05 0.90 +£0.30 20.93 £ 1.47
Best 0.914+0.03 9.124+0.22 | 0.91+0.02 3.61+0.13 0.91 +£0.27 15.02 £ 2.60

Lo - € = 8/255 for CIFAR10 and CIFARIO - ¢ = 4/255 for ImageNet

Most Robust Model

Wang2023Better Liu2023Comprehensive
WRN-70-16 Swin-L
(Wang et al., 2023b) (Liu et al., 2023)

PGD 0.90+£0.08 6.30+0.27 | 0.92=£0.00 9.75 £ 0.53 0.90 £ 0.02 8.35+0.76
FGSM 0.90+£0.03 2.53+£0.11 | 0.92£0.00 2.15+0.12 0.90 £ 0.02 8.12+0.76
BIM 0.91+£0.03 6.94+0.27 | 0.90£0.04 13.93 £0.73 0.90 £ 0.01 7.54 +0.69
DeepFool | 0.90+£0.03 2.20+£0.09 | 0.90 +0.03 1.44 £ 0.06 0.90 £ 0.02 3.23 £0.22
Best 0.90+£0.03 7.08+0.28 | 0.91£0.00 15.39 £ 0.80 0.90 £0.01 8.40 £0.78

Least Robust Model

Rice20200verfitting
PreActResNet-18
(Rice et al., 2020)

Standardly trained
WRN-28-10

Standardly trained
ResNet-50

PGD 0.92+0.08 9.144+0.20 | 0.90£0.03 34.97 £2.12 1.00 £ 0.00 1000 £ 0.00
FGSM 0.93+0.03 857+0.22 | 0.90=+0.03 14.63 £ 0.84 0.90 £0.03  499.42 £+ 39.29
BIM 1.00 £0.00 10.00£0.00 | 0.90 +0.03 32.75 £ 2.05 0.90+£0.02 540.51 £ 40.22

DeepFool | 0.934+0.02 8.58+0.22 | 0.90+0.03 7.60 +£0.43 0.91 +£0.02 38.98 +£4.91

Best 1.00£0.00 10.00=+0.00 | 0.90+0.03 36.55 £ 2.24 1.00 £ 0.00 1000 £ 0.00
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In Table 2 we again observe a clear relationship between robustness and the average CP
set size: the more robust the model, the tighter the conformal sets. Regardless of the
strength of the attack, the marginal coverage remains close to the prescribed confidence
level 1 —a = 0.90. As an example, consider the CIFAR100-L5 scenario, where the method
of Diffenderfer et al. (2021) achieves a robust accuracy of 71.08%, surpassing that of Gowal
et al. (2018) of 49.46%. The greater robustness of the former corresponds to smaller average
CP sets. This trend becomes even more pronounced when comparing robust models with
standard (non-defended) models—for instance on CIFAR10 under both Lg and Lo, and on
ImageNet under L,,. More generally, robust models yield compact prediction sets in most
cases—especially against relatively weaker attacks such as FGSM and DeepFool - signalling
high model confidence. By contrast, non-robust models produce considerably larger sets,
particularly under stronger iterative attacks like PGD and BIM, reflecting larger predictive
uncertainty in adversarial settings. On ImageNet, average set sizes are larger overall owing
to the task’s higher complexity and dimensionality, with the widest sets appearing for non-
robust architectures such as AlexNet. Finally, the “Best” row aggregates the worst-case
set size and corresponding coverage across all attacks, serving as a conservative robustness
estimate. For robust models, the set size increase is controlled, whereas for non-robust
models it becomes excessive (e.g., 1000 on ImageNet with the standardly trained model).

6. Contributions and Limitations of this Work

We revisited robust conformal prediction through the lens of realistic threat modeling. By
explicitly enumerating admissible adversarial perturbations, attacks on the predictor reduce
to attacks on the score function. This insight enables a closed-form recalibration of the
conformal quantile, restoring finite-sample coverage that randomized or verification-based
schemes either relax or secure only at prohibitive computational cost.

Experiments on standard classification benchmarks show that our method provide a good
compromise between marginal coverage, robustness, and efficiency: prediction sets remain
tight while guaranteeing coverage against the certified threat set. Importantly, these guar-
antees are falsifiable: when a previously unseen (zero-day) attack is discovered, it can be
folded into the threat model and the score quantile patched without retraining the under-
lying model.

This work represents a first step toward provably and efficient conformal prediction, and
several research directions remain open. Extending the framework to structured prediction
tasks will require score functions tailored to high-dimensional outputs. Although patch-
ing is lightweight, automating the discovery and integration of novel attacks would further
strengthen practical resilience, for example by leveraging online learning or continual ad-
versarial training frameworks that adapt to emerging threats in real time. Finally, allowing
the threat model to evolve with the data distribution could bridge the gap between certified
robustness and real-world deployment, where adversaries are strategic and dynamic.

A key limitation of the current approach, PERCP, is its reliance on prior knowledge of the
set of possible attacks, A. This makes it less effective when the defender is unaware of a
new attack. While the conformal guarantee can be restored by adding the new attack to
the set A, the approach is currently not designed for a-priori defense, which remains an
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open challenge. Additionally, the method has been tested and is effective for classification
tasks, but extending it to regression tasks is part of ongoing and future work.

In summary, by anchoring conformal prediction to a clear, falsifiable threat model, we chart
a principled course toward prediction sets that are simultaneously efficient, provably robust,
and amenable to continual hardening as adversarial tactics evolve.
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